IP camera settings

13th November, 2017



Hardware Requirements:

HDMI or VGA

Monitor optional
cable optional

'HDD 2TB—6TB

RJ-45 Ethernet Cable
connector 8 pin (2pcs /
camera)

Cat5 Ethernet Cable (Lenght

RJ45 crimper

depend on the Installation
place)

https://www.youtube.com/watch?v=0ORZYBASS9zw




HOME Monitor optional

— Switch optional
o B
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Power adapter 12V /1A Power+data(Ethernet)
2,5mm pin positive center  Amiko POE switch 4 port

y Power+data(Ethernet)

Data(Ethernet) to PC, Router, NVR
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Ethemet
100-240VAC

POE-AT1
Injector

FPOE-AT18B
Splitter

PoE over CATSe up lo 300 feet

Ethemet

12vDC

POE Splitter passive /active

IN-PoE Splitter 12V ‘m

Gelb: PoE Status Indikator

Griin: nicht verwendet

@ Netzwerkanschluss (Endgerit) (@ DC12V Ausgang (Endgerit) (@ PoE Eingang
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POE Injector passive /active
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30W Gigabit PoE Injector
IEEE802.at Standard

100-250V AC Power Input

RJ45 to PoE Splitter or PoE Camera
RJ45 to Router
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(Internet service Provider)

12V /1A 2,5mm
pin positive
center

Amiko Security

and>=I0I1>

- Via Email: txt, picture, video _
- Cloud (google drive, dropbox): txt,
picture



https://www.advanced-ip-scanner.com/

Or just ping with command line one IP address.for example

B Ch\Windows\system32\emd.exe

t Windows [verziészam: 1.760
Copyright (c) 2009 Microsoft Corporatlon Minden jog fenntartwva.

C:\UsersNhorvath.csabasping 192.168.0.78

192.168.0.78 pingelése - 32 bajtnyi adattal:
192.168.0.78: bajt=32 id&=479 ms TTL=64
192.168.0.78: bajt=32 id8=2Z2 ms TTL=64
192.168.0.78: bajt=32 idé=20 ms TTL=64
192.168.0.78: bajt=32 idé=11 ms TTL=64

192.168.0.78 pln?dstatisztikéja:

5tt = 4, fogadott = 4, elveszett = B
(D veszteség),
Oda-vissza Gt ideje kdzelitélegesen, milliszekundumban:
minimum = 1lims, maximum = 479ms, &atlag = 133ms

C:N\Usersshorvath.csaba>

Csomagok:




— =" Download and install the following configuration software: or you can find on the

HOME attached CD

http://www.herospeed.net/en/ver/tools/Search 7.1.8.2.exe

q IP Search Tool

Inde.. Model Device Mame  Firmware Version IP address Subnet Mask GaleW;y DNS Edit
IP Address m e LU L
Subnet Mask 255 255 . 255 . )
GateWay m
DNS "0.0.0.0
HTTP Port
RTSP Part

[T]DHCP Enable

Username admin

| i " 3 Password

Ver. 7.1.8.2  [[] Onvif MultimodeNetmask Search | |A|-|- : | | Maodify
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Open, Control panel/Network/network and shares/adapter settings

Set your computer IP address to a same IP range like the camera (temporary until the camera
configuration.)

@\J'“‘; ¥ Contrel Panel » Metwork and Intemet- » Metwerk and Sharing Center - |4

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
zettings

HomeGroup
Inted® PROSet/ Wireless Toals
Intemnet Options

Windows Firewall

Hc =
Search Comirol Pane

View your basic network information and set up connections

* P 0 See full map

NYCTLEFRASHID www.henchmonkey.org 2 Internet
{This computer]
Vigw your active networks Connect or dizcannect
Access type Intemet

www.henchmonkey.org 2

#  Home network

eless Network Connection

Connections: 4

wihenchmonkey.qrg)

Change your networking settings
ti Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up 3 router of access point.

s Connect to a netwodk
Connect of reconnect to & wireless, wined, dial-up, or VPN netwark connection.

@ Choose homegroup and shiring options

Access files and printers located on cther network computers, or change sharing settings.

= Troubleshoot proglems
Diagnose and repair network problems, or get troubleshooting information.

fi

,—E Wireless ””’ﬁ{ﬁ{m __

nethonJP‘m
Networking Sharing

Connect using:
| l-ﬁ:" TP-LINK Wircless USB Adapter #2

This connection uses the following tems:

& Cliertt for Microsoft Networks

gJumpStart Wirgless Fitter Driver

) JBlGoS Packet Scheduler

B} File and Printer Sharing for Microsaft Networks
- Intemet Protocol Version 6 (TCP/IPvE)

Intemet Protocol Version 4 {TCP/|Pv)
Wl .. Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

Lininstal

[ | [L_Prpeties |
Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

ok || Cancel

Internet Protocol (TCP/IP) Properties

General |

‘t'ou can get [P settings assigned automatically if vour network supportz
this capability. Otherwise, you need to ask your netwark. administrator for
the appropriate P zettings.

() Obtain an IP address automaticalls
(5 Use the fallowing |F address:

IP address: | 192.188. 1 . 20 |
Subret mask: | 255 255,265 .0 |
Default gateway: | 5 2 . |

2 aut

() Use the fallawing DNS server addresses:

L

][ Cancel ]

Preferred DNS server:

Alternate DNS server:

[ ok
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H M E Connect the cables, power adapter and ethernet patch cable to camera the following way

IP camera default IP address is PC IP address is
192.168.1.168 192.1658.1.20 in this case
N Ty
‘ al oo

e

Start the IP search program and
search the devices (camera, e Bt
NVR)! SRS
To make sure the IP camera L

default IP address is
192.168.1.168 | I
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Camera can reach only with Internet explorer (Window 10 user type on search iexplore)

."'_'n. -
_._-;,-“_m:-:plnre.e:-:e

Type the address bar:
You have to install active-X plugin for the camera to login, after you install you will see the login
screen.

Default username : password:

)
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on internet explorer setting.
And switch Off ,protected mode” for full functions.

Start internet explorer, on the top right corner click on the gear pictogram, choose internet
settings, afte this switch to security tab uncheck the protected mode and click on the
custom level button. And on the ActiveX section enable the followings.

(o Intemet Properties T@ T8 Security Settings - Internet Zone ﬁ]
Ganersl | Securty |Privacy | Content | Connections | Programs | Advanced Settings
© Enable (not seare) Al
Select & zone to view or change security settings. O Prompt
‘i » ¢ Only allow approved domains to use ActiveX without prompt
0 v Q
BN  tocalintranet  Trusted skes  Restricted
es g
Internet
This zone is for Internet websites,
except those ksted in trusted and
restricted 20nes
Securty level For this zo0e
Allowed levels for this 2one: Medum to High
Medium-high
- Appropriste for most websites
- Promgts before omrlosdrng petertisly uncafe <% Downloads
content a® L trmat Aeamntnn fre fla Ananinade =
- Unsigned ActiveX controls wil not be downkoaded «| | »
*Takes effect after you restart Internet Explorer
¥ Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Reszet custom settings
Resetto:  [medum-high (default) | Reset... |
[ ox ] e |
[ Cancel




After you log in you have to change the password need to contain numbers and total 8
HOME characters. Live View screen welcome you can switch to configuration screen.

ew| # http://192.168.0.82/Frame. html p~c || # Live View X | ‘ " 3 5oe et

Live View Configuration admin Help Logout
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which needs to contain
numbers and total 8 character. Live View screen welcome you can switch to
configuration screen.

e )| # http://192.168.0.82/frame.html P~ || # Local Configuration | |

Live View 1) admin Help Logout

Local Configuration

! Local Configuration

Local Configuration
Record File Settings

(1) System
Save record files to C:\Kamera Browse
v Network
Picture and Clip Settings
vil  Video
Save capture files in live view to C:AIPC\Capture Browse
4  Image
Anmelden Export
Events

Log export save path C:MPC\LogSavaPath Browse




| 2 hitp//192168.082/frame el

P~ 8 1cem

Live View Configuration
Local Configuration TCPAP  Port
System s
NIC Settings
Network
Basic Setup 1Pvd Address
Advance Setup IPv4 Subnet Mask

Video

Image

Events

|Pv4 Default Gateway

DNS Server

Preferred DNS Server

[CIDHCP
192.168.0.82
265.266.255.0

192.168.0.1

192.168.0.1

Test

admin

Help

Logout ~




Menu System/System configuration/Time settings

-

€]

)

)| B, hittp://192.168.0 82/frame.hitmi

L~ |i # Time Settings

Local Configuration

System

System Configuration
Scheduled Reboot

Log Search

Security

Network

Video

Image

Events

Live View Configuration

X | 2 NVR | |

Device Information  Time Settings DST Maintenance

Time Settings
Time Zane

Time Sync.
Time in Camera

O NTP

SNTP Server

(O SetManually
Time Seftings

(@) Synchronize with computer time
Computer time

CInvr prohibit modification IPC Time

GMT+01 Beriin, Stockholm, Rome, Bern, Brussels, Vienna, Pa[~

2017-09-14 16:02:38

time. windows.com ﬂ

time windows.com

2017-09-14 16 ¥ o [~

o
(T
|i

2017-09-14 16:02:39

admin

Help

Logout ~

=




Image/OSD ( you can set time, date, unige text)

—'_\:
e

# http://192.168.0.82/frame html

Local Configuration

System

Network

Video

Image

Image

0SD

Events

Overlay Setting

Time

Text

Date Format
OSD Position
Text

Mirror

Corridor Pattern

a — -
YYYY/MMIDL[ v |
Top_Left |__v]
BE0P200 Raktar H
OFF [+]
OFF [v]




Video /Video codec H264 1920x1080

# http://192168.0.82/frame.htm|

P~-c || # Video

Local Configuration

System

Network

Video

Video

Audio

Image

Events

Live View

Video

Device Name

StreamType

Codec

Stream1

Framerate

Bit Rate

Rate Control
I-Frame Interval

Profile

Configuration admin
IPC
Tri-Stream ﬂ

H264:1920x1080,H264:720x480, H264:352x288 ﬂ

Stream2 Stream3
30 [v] fps
3072 Kbps
CBR ™
1 ﬂ s

Main Profile ﬂ

E=ET)

Help




5. Important: If you like to set motion detection on NVR it is important to set it also here:
HEIWIE Event /Events ( set area with mouse) put a tick Enable. On arming schedule select time

interval.
L. — e
ei _‘j‘ # hitp://192.168.0.82/Frame.html o-¢ H  \otion Detection % | | . b
Live View Configuration admin Logout
[l Local Configuration Motion Detection Privacy Mask Video Tampering Exception ROl
\"E) System Enable
fa; Network :;'» Linkage Method
#1  Video
sl Image
f:}'] Events
i
Events
U
Select All ‘ Clear All ‘
| SR
Sensitrvity [  m y 5
v

E Save
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